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Setup

Setup guide for first use, latest software up-
dates and installation.

Videosec




User Interface

Type in http://homeassitant.local:8123 to any
browser to access the web interface. After
this wait for about 2 minutes to make sure the
whole system booted up properly.

In the bottom row ther is a link called “Alterna-
tively you can restore from a previous back-
up”. After clicking it we’re prompted to upload

a .zip file conatining the default configura-

STEP

(Can be downloaded from our site)

Full bakcup

the browser.

On th pop-up window we should just click on the “Re-
store” button. This will update the system and install the JEECEERGEREIANEES
custom libraryies for zigbee devices. The process can
take multiple minutes and the device will be unrespon-
sive in the mean time. DO NOT UNPLUG OR RE-

START THE DEVICE while its updating! Aprox. after 10
minutes the login page will be available after refreshing

| 'j Home Assistant

Are you ready to awaken your home, reclaim your privacy and
join a worldwide community of tinkerers?

Let's get started by creating a user account.

Upload backup

Upload backup

Confirm Password

2022-12-19

Full backup (4.9 MB)
2022-12-19T711:53:25.199490+00:00

@ Full backup O Partial backup




Add-ons

Choose the add-ons option, from
these we will installing our zigbee
controller. This service is device spe-

0 6 cific and uses external sources for its

setup, thats why it has to be installed
ST E P manually.

New Add-on

In the bottom right corner there is a but-
ton to install new add-ons. Using these
we can extend our devices capabilities.

STEP

08

STEP

Mosquitto broker

Search for the “Mosquitto broker”
addon. and after clicking it press the
install button.

Add-ons

ADD-ON STORE

Mosquitto broker

An Open Source MQTT broker




Zigbhee2mqtt

Test if the zigbee configurations are work-
ing properly by clicking on “Zigbee2MQTT @ Zigbee2MQTT Edge
Edge” in the sidebar. If everything works
correctly the user interface for zigbee de-
vices should load.

Settings/Devices

In the bottom right corner go back to
settings and than coose “Devices & Ser-
vices”.

STEP

Confi gu ration Discovered

In the menu a “discovered” option for
MQTT should appear. Click on Config-
ure and then submit and finish. After
this the device is ready for work.

STEP e
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i Zigbee settings
Ado!ing, Editing, and controlling Zigbee

devices
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17y Home Assistant

You're about to give http://homeassistant.local:8123/
access to your Home Assistant instance.

Logging in with Home Assistant Local.

Password*

Zigbee2MQTT

On the sidebar choose “Zigbee2MQTT Edge” @ ZIgbGEZM QTT Edge

to reach the zigbee managment interface.

STEP

Permit join (All)

Start pairing mode by clickint “Permit join All”
on the top bar. This will connect all devices in
pairing mode for the next 4 minutes (count-

down on the button)

ST E P Set our zigbee devices to pairing mode and it

shoulkd appear in the managment interface.

Rename Device °

On the right of the new device there should be
a blue edit button. we can change the gener-
ated name of the device with this.

Move the “Update Home Assistant entity ID”
slider so that it updates in the whole system.




Devices Devices

Choose the Devices and services options to

see all connected services in the interface. [QD & Sences

STEP

Mosquitto broker

\ Mosquitto broker
Click on XX-device to see all connected zig- R\ varT
bee devices nd 7 entities

STEP -

Controls

L1

Add to User Interface -

Choose a device from the list and click on the .

“Add to dashboard” button so it would appear L4
in the default User Interface.

STEP :

ADD TO DASHBOARD
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@ English ~ Contact Us

R ter Log In
X

Tuya.com

Go to tuya.com and in the top right corner
click on “Go to loT Platform” button. The but-
ton will redirect to a registration form

STEP

Registration

Register with the same email as the tuya

account of the administrator in the tuya ap-

plication. This is a seperate account than the B esopmont Platiom
default tuya one for developnment and ad- o ey o *
venced features. de '

ST E P The account is only used to get the data of

Tuya devices connected to the app.

[0 loT PlatForm

Log in

After loging skip the tutorial and the introduc-
tion. In the left menu pick cloud and Devel-
opment. On the right there is a “Create Cloud
Project” button that will create a project for our
home.




X

Create Cloud Project

* Project Name: Smanhom

New Project
In the pop up window name our project,
and leave the description empty (option- Hndisy: | SartHome

al) than set the “Industry”and the “De-
ST E P velopment method” to smart-home, and + Data Center ®: || ot urope o Coner
pick the closest data center to our loca-
leave everything at default (don’t skip

tion (for us thats central europe)
D E anything)

STEP

Conce

Authorization

Smart Home Scene Linkage

Basic settings

Just go through the setup wizard and

Data Dashboard Service

Connecttoapp 1 e
In the top row pick the “Devices “ op- ey WchatinFrogam | Lk
tion and under it the “Link Tuya App
Account”. There will be a blue “Add App e "

Account” button. This will show a QR

ST E P code that we can read with the tuya app.

08

Connect to app 2

In the app under Me(right bottom
corner)/ Scan Icon (top right corner)
the QR code reader should appear.
Read the QR code from the website
using this and the accounts should get
connected.




'y Home Assistant

You're about to give http://homeassistant.local:8123/
access to your Home Assistant instance.

Logging in with Home Assistant Local.

Username*

Password*

Settings

In the bottom left corner go to settings (third
from the bottom)

* Settings

Devices
Choose the Devices and services options to '
see all connected services in the interface. DeVICeS

[ & Serices

STEP

New Integration

In the bottom right corner there is an

“ADD INTEGRATION” button. After click-

ing it search for the “localTuya” integration + ADD INTEGRATION
and add it. This should open a form that

ST E P requires a couple of datapoints.




LI 10T PlatForm

€ Smarthome

Client ID / Secret B i i s G e

The “Client ID” can be found in the Frodis ariome

Overview tab of the tuya loT dash- 0 ity et

board. The “Client Secret” is under - D

T E P it and can be copied with the copy - Aishorzation key @

button. Paste these into their corre- R,

Spondlng fle_lds In the popup Wlndow Cloud Authorization IP Allowlist @ |\)

of homeassitant &l T hrpoveseenty you Eanet g o o I tat el s T
Ope:atian
5] loT Platform

U se r I D P < Smarthome

The User ID can be copied from the B

Devices/Link Tuya App Account tab. J pepe o

The UID columb contains the corre-
sponding UserlDs for accounts.

After providing this information the
new integration of localtuya should
appear in the devices and services
dashboard. We can close the Tuya
loT dashboard after this.

Add new Device

Click the “CONFIGURE” button under the lo-
caltuya integration. If we have multiple device
a list will pop up with their IP adresses and localtuya
their names in the tuya app. Choose the de-

vice we want to set up and click on the submit
button on the popup

(in case they dont work, make sure they are
on the same network as the SMStewart and
reboot the device)

Setup Device

We need to configure the functions of our new
device. These can be chosen from a dropdown
menu (for instance with a relay switch we need

0 itch
to choose switch) o
In case of videosec devices a spreadsheet can be found suBMIT
below and on the device support page of smstewart.

Entity type selection (@] X

Please pick the type of entity you want to add.




Function setup

Please fill out the details for an entity with type switch . All setting

After choosing our function we need to asign an can be changed from the Options pagelte.
ID for it (for example: 1 (value: false)). If it has
more than one funcion (for instance power mon-
itoring) than we also need to configure their IDs
as well. After finishing we can finish the process
of the current function by clicking submit.

ST E P If needed we can use the data found in the

value:*** varuable. In case of videosec devices
a spreadsheet can be found below and on the
device support page of smstewart.

More than 1 function

If the device has more than one function (for

instance a 6 channel relay) than we need to R TEEEIIY 0 X
repeat the previus steps for each function. Please pick the type of entity you want to add.
For this we need to remove the checkmark

form “Do not add any more entities” box i

before choosing and entering each function.
When we added all the functions we wish -

. o not add any more entities
to use, we can leave the checkmark in or

if there aren’t any left the adding will finish
automatically.

*with some devices there are IDs that can be ignored

Opening the device

After clicking on XX-device under Localtuya
integratio, the system will display a list of all localtuya

the localtuya devices that have been connect- [Tdeviceland 2 entities
ed.

CONFIGURE

Controls

L1

Add to dashboard ;

On the new window the device can be

tested, than after that it can be added to
the main dashboard with the “add to dash- L4
board” button. s

L3

L6

ADD TO DASHBOARD
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' Home Assistant

You're about to give http://homeassistant.local:8123/
access to your Home Assistant instance.
Logging in with Home Assistant Local.

Username*

Password*

Settings

In the bottom left corner go to settings
(third from the bottom)

* Settings

STEP

Add-ons
Choose the add-ons option, from
these we will installing our zigbee Ad d 'O n S

controller. This service is device spe-
ST E P cific and uses external sources for its
setup, thats why it has to be installed

manually.

Add-on store

In the bottom right corner there is a button E|. ADD-ON STORE
to install new add-ons. Using these we can

ST E P extend our devices capabilities.




Tailscale
n Zero config VPN for building
secure networks

After installation

After installation a start button will appear I N STAL L

in the install buttons place, pressing this will
launch the application. It is also reccomended
to check the watchdog switch as well.

06

STEP

Web Ul

After launching the add-on we can ac-

cess the user interface using the “Open OPEN WEB UI
Web UI” button.

STEP

08

STEP

In the |splayed window click on the Log in
|Og In bUtton ThIS WI" take yOU to Get started by logging in to your Tailscale network
the rengtratlon page. Or, learn more at tailscale.com.

T




+2» tailscale

G Sign in with Google
B® sign in with Microsoft

€) sign in with GitHub

App installation

Install the tailscale application on the phone
we wish to remotely acces the SMStewart
from. Log in to the app using THE SAME ac-
count that was used on the SMStewart.

@ Active

User interface P 1615

After login in the top left corner an “Active”
text and switch can be seen. A list of all con-
nected devices is also displayed here includ- MY DEVICES

ing the SMStewart under the “homeassistant”
S T E P ID. Some device types may ask for special homeassistant
permissions when using Tailscale grant these 100.88.169.52
fot the applicatrion to work.

In the future to access the device the tailscale
app should be launched and activated before.

Q, Search by machine name...

Connecting

The SMStewart can be accessed from the remote de-
vice using “http://homeassistant:8123” (if another default
name is displayed in tailscale than replace “homeassis-
tant” in the link with the new name). For this a browser

S I E P or the home assistant app can be used.

*if the link doesnt work try using the ip address under the homeassis-
tant VPN connection in tailscale and check if tailscale is active
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Overview

On the left sidebar choose the Overview op-
tion. Our devices will be displayed here din-
namically so they can fit on a phone tablet or

ST E P PC monitor.

Edit Dashboard

In the top right corner we can arrange our
dashboard using the edit dashboard option.
After accessing thes mode the top bars color

changes and cards currently displayed show
ST E P an edit button and a 3 dot menu as well as
arrows to rearrange cards.

Add card

In the bottom right corner we can add a new
card to the dashboard. The card chooses a
compatible entity by default but we can edit
this later as well.

17y Home Assistant

You're about to give http://homeassistant.local:8123/
access to your Home Assistant instance.

Logging in with Home Assistant Local.

Password*

V4 Edit Dashboard

-+ ADD CARD



Which card would you like to add to your "Home" view?

Cards

We pick our preffered card type. In the
“Entity” popup we can choose the prefered
entity our card should controll. Based on
card types we can set the: icon, name, sin-

ST E P gle click action, long click action, ect.
be: Grids, Horizontal Stacks and Vertical ot @@ sovsar B st @@

D E Stacks. With these, cards can be fixed

ST E P and arranged so that they don’t re-arange
on different screen sizes.

Humidifier

Grid Card Configuration

Card Groups

Multiple cards can be set up into groups.
These groups (as of 2022.12.13) can

Picture Card Configuration o

Edit Cards Videosec’
In the bottom of every card there is an ‘
Edit button. This opens up the same user i

interface as if a new card has been add-

ST E P ed so its parameters can be modified.

08

Ordering/Moving/
Deleting Cards

All Cards have a 3 dot menu that lets us
delete, clone or move a Card to another View —
on the dashboard. They also have arrows so

the cards can be re-aranged in the current
dashboard.

Videosec’

EDIT




My Home J/°

\J

& HOME

View Configuration

SETTINGS ~ BADGES  VISIBILITY

New views

There are 3 types of views. The first kind dy-
namically arranges cards based on screen size,
the second arranges everything in one columb
and the third one just displays a single card.

Subpages
You can also set up subpages that Subview

are not visible by default only by
the URL that is set up for them.

STEP

Editing main page My Home
You can also rename and edit the main page .
by using the yellow edit icon on top. S CAERZ

STEP
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' Home Assistant

You're about to give http://homeassistant.local:8123/
access to your Home Assistant instance.
Logging in with Home Assistant Local.

Username*

Password*

Settings

In the bottom left corner go to settings
(third from the bottom)

* Settings

STEP

Automations :
0 3 Automations
New and e_xisting “automati_ons can be ac; &
gﬁ;?neSnlljfmg the “automations & scenes & S Ce n eS
STEP

Create automation \

DO NOT DELETE ANY PRE EXISTING AU- / N
TOMATIONS! =+ CREATE AUTOMATION

ST E P Create a new automation by clicking the but-
ton In the bottom right corner called “Create

automation”




Start with an empty automatio

Create a new automation from sc

Triggers Triggers

In the first row we can set up triggers

that start the automation.
+ ADD TRIGGER

Conditions -
An optionnal section that check one or Conditions
multiple conditions are true and only

starts Actions of the automation if these + ADD CONDITION

STE P are true.

The commands we wish to execute if
the triggers started the automation and

STE P the conditions didn’t stop it.

+ ADD ACTION

n

ratct
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Adding new users, editing existing users, pass-
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‘7 Home Assistant

You're about to give http://homeassistant.local:8123/
access to your Home Assistant instance.

Logging in with Home Assistant Local.

Password*

Settings

In the bottom left corner go to settings (third
from the bottom)

* Settings

STEP

People
In the People submenu existing users can be .
edited and new users can be added. ah People

STEP

New user

We can add new users with the blue
button in the bottom right corner <+ ADD PERSON

STEP



New Person

Fill in the username and optionally add a
picture for the user. If the user is active turn
on the “Allow person to login” slider. (Block-

ing login is for specialized use cases only
ST E P and can be ignored in regular use)

Setup account

Ftter allowing login for the user a popup window
will appear, asking us to setup:

» Apassword for the user

* Role (admin or not)

« Can only login localy
ST E P After these the user can be created with the

“Create button”

Editing User

To edit a user click on the users account name and the
user can be edited. You can set up:

» If they can login to the web interface

» they can only log in localy

* Roles (admin or not)

I E P +  Location devices (If they’re available)
+ change password

Roles

mations.

S E P the SMStewart.

New Person
Name*
Test Elek

® Picture

I Allow person to login

When you have devices that indicate the presence of a person, you will be able to
assign them 1o a person here. You can add your first device by adding a presence-
detection integration from the integrations page

CREATE

Add user

Username
test

Password

Confirm Password

I can only log in from the local network

B Administrater

The user group feature is a work in progress. The user will be unable
to administer the instance via the Ul. We're still auditing all
management AP! endpoints to ensure that they correctly limit
access to administrators

admin

Name*

admin

M Picture

Allow person to login

I cCanonly log in from the local network

Administ

When you have devices that indicate the presence of a person, you will be able to
assign them to a person here. You can add your first device by adding a presence-
detection integration from the integrations page.

« Presence Detection Integrations
« Integrations page

CHANGE PASSWORD UPDATE

Non-admin: The account only has limited access. It can only interface with
the dashboard. It can’t access the settings add any devices and create auto-

Local account: it will only be able to log in if its on the same network as
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i’y Home Assistant

You're about to give http://homeassistant.local:8123/
access to your Home Assistant instance.
Logging in with Home Assistant Local.

Username*

Password*

User page .

The user page is available at the bottom of the left
side pannel. This page shows every option and region
setting for the user.

Notifications

admin

STEP

Language settings

The language of the user interface can be changed at
the first dropdown menu. The language setting is user
specific so changing it for one user doesn’t affect any
other users language.

English

STEP

04

User per user

All user specific setting in this menu are only applied for
the current user. If all user settings need to be changed
than we need to repeat the process in each account.

STEP
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< Home Assistant

You're about to give http://homeassistant.local:8123/
access to your Home Assistant instance.

Logging in with Home Assistant Local.

Username*

Password*

Settings
In the bottom left corner go to settings (third -
from the bottom) * Settl ngS

STEP

Devices
Choose the Devices and services options to DeVICeS

see all connected services in the interface. |O|:| & S .
erices

New Integration

In the bottom right corner there is an
“ADD INTEGRATION” button. After click- + ADD INTEGRATION
ing it search for the “localTuya” integration

ST E P and add it. This should open a form that
requires a couple of datapoints.




Automatic Search

By default the integration searches for oY EVEEEREIN Q@ x
a" ONVIF deVICeS on |tS network' If we By clicking submit, we will search your network for ONVIF devices that support
don’t wish to do so we can remove the s
CheCk mark from the “Search automat_ Some rfwal_'lufactur.ers have starteld to disable ONVIF by default. Please ensure
: o : QNVIF is enabled in your camera's configuration.
I E F ically” box. Otherwise we can proceed
with the submit button.

Search automatically

Select ONVIF device ©@ X
Choose a camera

From the options presented we can
choose the camera we wish to integrate.

Select discovered ONVIF device

(O 1PW-2124L5A-28WAL (192.168.2.147)

(O Manually configure ONVIF device

STEP

Configure ONVIF device @ x

Name*
IPW-21241L SA-2BWAL

Configuration

Fill out the missing ONVIF data and press
the submit button. If the device you wanted
to connect is not listed you can fill its data
out here manualy.

STEP —

Host*
192.168.2.147

N ew | nteg rat | on IPW-2124LSA-28WAL -

e4f14c4f3ec8
The camera will apear as a new integration ONVIF
on the interface. If you wish to add more cam- 1 device and 10 entities
eras repeat the process for each

S T E P camera.

*to view the camera stream, set the encoding to h264 for the main
stream.

CONFIGURE
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Total system backups and system

update installation.
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Settings

(third

ST E P from the bottom)

System
In the system window shows all settings for
the system

Backups

The backup option contains automated and
manual backups generated by the system.

STEP

In the bottom left corner go to settings

'y Home Assistant

You're about to give http://homeassistant.local:8123/
access to your Home Assistant instance.

Logging in with Home Assistant Local.

Username*

Password*

(D Backups



< Backups

Q_ Ssearch backups

All backups are visible in a list. The subtitle indicates if -

its a full system manual or a partial backup (the latter are Fall backup

usually generated when an app or the OS updates) addon_coremosquitto_6.1.3
Mosquitto broker

core_2023.3.5
Home Assistant

addon_a0d7b954_vscode_5.5.4
If needed we can name the backup and create a crose CREATE

Studio Code Server
S I EP password for it as well.
-+ CREATE BACKUP

2023-08-21
Full backup

Create backup

Create a backup

By clicking the blue button we can create a back- Backup type

up of all the current system settings. on the pupop EORILE TN @ R CET
window click on full backup (partial backups let us
choose what part of the system we wish to backup) [LEEESEIEC

Uploading existing

Reload
backups
The list can be refreshed and backups can be uploaded
with the dropdown menu in the top right corner. With

ST E P the Upload option we can download a .tar file contain- U pload backu p

ing the system image we wish to use.

WARNING!

Updating and restoring the system DELETE ALL SET-
TINGS AND SET THEM BACK TO THE STATE THEY
HAD IN THE BACKUP (if they weren’t added when the
backup was made then they just get deleted).

It is alway recommended to make a system backup
before restoring an old one.

08




test

Select what to restore

@ Full backup O Partial backup

RESTORE Download backup

Delete backup

L)
Restoring the
system

If you select the restore button a popup window will
appear asking us to confirm the action, then the
process will start.

CANCEL  RESTORE

WAIT untill the resto-
ration finishes

While the system is recovering the connection will be
dropped with the system until the recovery/update
finishes. This is indicated by a popup window saying
ST E P “Connection lost. Reconnecting...”. While the update is
in progress DO NOT RESTART THE DEVICE. In a cou-

ple of minutes it will refresh automatically in a couple of
minutes.

Connection lost. Reconnecting...

Backups

Before modifying anything in the system it is highly
recomended to create a full system backup to prevent
data and configuration loss.

STEP



